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Attunity	replicate	connect	user	guide	and	reference.

Note:	Always	ensure	your	operating	system	is	current	for	your	needs.	This	product	includes	both	of	the	software	packages	described	below:	Qlik	(formerly	Attunity)	is	a	multi-competency	AWS	ISV	Partner.	We	accelerate	cloud	analytics	with	the	only	end	to	end	data	integration	and	analytics	solution	for	AWS,	taking	you	from	raw	data	to	informed
action.	With	Qlik,	you	can	automate	continuous	delivery	of	real-time	analytics-ready	data	into	AWS	Data	Warehouses	or	Data	Lakes,	and	make	it	easily	accessible	through	a	governed	catalog.	Our	modern	data	analytics	platform	empowers	users	at	any	skill	level	to	freely	explore	all	your	data	and	uncover	hidden	insights.The	Qlik	Data	Integration
Platform	(formerly	Attunity)	efficiently	delivers	large	volumes	of	real-time,	analytics-ready	data	into	the	AWS	platform.	There	is	no	need	for	manual	ETL	scripting	with	fully	automated	raw	to	analytics-ready	data	pipelines	for	RDS,	S3,	Kinesis,	EMR,	Redshift	as	well	as	Snowflake	and	Databricks	running	on	AWS.Continuous	data	ingestion	and
migration.Qlik's	fully	automated	change	data	capture	(CDC)	enables	continuous,	real-time	data	ingestion	with	an	agentless	and	log-based	approach,	your	data	is	always	current	without	impacting	source	systems.Real-time	change	data	capture	with	Qlik	ReplicateQlik	Replicate	moves	data	in	real-time	from	source	to	target,	all	managed	through	a
simple	graphical	interface	that	completely	automates	end-to-end	replication.	With	streamlined	and	agentless	configuration,	data	engineers	can	easily	set	up,	control,	and	monitor	data	pipelines	based	on	the	leading	change	data	capture	(CDC)	technology.Validated	by	AWS	for	Database	Migration	Competency	and	RDS	Services	and	Amazon	Redshift
Ready.	Amazon	EC2	running	Microsoft	Windows	Server	is	a	fast	and	dependable	environment	for	deploying	applications	using	the	Microsoft	Web	Platform.	Amazon	EC2	enables	you	to	run	compatible	Windows-based	solutions	on	AWS'	high-performance,	reliable,	cost-effective,	cloud	computing	platform.	Attunity	Replicate	Setup	and	User	Guide
Version	6.4	October	30,	2019Attunity	Replicate	Setup	and	User	Guide,	6.4	Copyright	©	2019	Qlik	Analytics	(ISR)	Ltd.	All	rights	reserved.	Primary	Author:	Charlton	Book	The	Programs	(which	include	both	the	software	and	documentation)	contain	proprietary	information;	they	are	provided	under	a	license	agreement	containing	restrictions	on	use	and
disclosure	and	are	also	protected	by	copyright,	patent,	and	other	intellectual	and	industrial	property	laws.	Reverse	engineering,	disassembly,	or	decompilation	of	the	Programs,	except	to	the	extent	required	to	obtain	interoperability	with	other	independently	created	software	or	as	specified	by	law,	is	prohibited.	The	information	contained	in	this
document	is	subject	to	change	without	notice.	If	you	find	any	problems	in	the	documentation,	please	report	them	to	us	in	writing.	This	document	is	not	warranted	to	be	error-free.	Except	as	may	be	expressly	permitted	in	your	license	agreement	for	these	Programs,	no	part	of	these	Programsmay	be	reproduced	or	transmitted	in	any	form	or	by	any
means,	electronic	or	mechanical,	for	any	purpose.	If	the	Programs	are	delivered	to	the	United	States	Government	or	anyone	licensing	or	using	the	Programs	on	behalf	of	the	United	States	Government,	the	following	notice	is	applicable:	U.S.	GOVERNMENT	RIGHTS	Programs,	software,	endpoints,	and	related	documentation	and	technical	data
delivered	to	U.S.	Government	customers	are	"commercial	computer	software"	or	"commercial	technical	data"	pursuant	to	the	applicable	Federal	Acquisition	Regulation	and	agency-specific	supplemental	regulations.	As	such,	use,	duplication,	disclosure,	modification,	and	adaptation	of	the	Programs,	including	documentation	and	technical	data,	shall	be
subject	to	the	licensing	restrictions	set	forth	in	the	applicable	Attunity	license	agreement,	and,	to	the	extent	applicable,	the	additional	rights	set	forth	in	FAR	52.227-19,	Commercial	Computer	Software—Restricted	Rights	(June	1987).	Qlik	Analytics	(ISR)	Ltd.,	70	Blanchard	Road,	Burlington,	MA	01803	The	Programs	are	not	intended	for	use	in	any
nuclear,	aviation,	mass	transit,	medical,	or	other	inherently	dangerous	applications.	It	shall	be	the	licensee's	responsibility	to	take	all	appropriate	fail-	safe,	backup,	redundancy	and	other	measures	to	ensure	the	safe	use	of	such	applications	if	the	Programs	are	used	for	such	purposes,	andwe	disclaim	liability	for	any	damages	caused	by	such	use	of	the
Programs.	Attunity	is	a	registered	trademark	of	Qlik	Analytics	(ISR)	Ltd.	and/or	its	affiliates.	Other	namesmay	be	trademarks	of	their	respective	owners.	The	Programsmay	provide	links	toWeb	sites	and	access	to	content,	products,	and	services	from	third	parties.	Qlik	Analytics	(ISR)	Ltd.	is	not	responsible	for	the	availability	of,	or	any	content	provided
on,	third-party	Web	sites.	You	bear	all	risks	associated	with	the	use	of	such	content.	If	you	choose	to	purchase	any	products	or	services	from	a	third	party,	the	relationship	is	directly	between	you	and	the	third	party.	Attunity	is	not	responsible	for:	(a)	the	quality	of	third-party	products	or	services;	or	(b)	fulfilling	any	of	the	terms	of	the	agreement	with
the	third	party,	including	delivery	of	products	or	services	andwarranty	obligations	related	to	purchased	products	or	services.	Qlik	Analytics	(ISR)	Ltd.	is	not	responsible	for	any	loss	or	damage	of	any	sort	that	you	may	incur	from	dealing	with	any	third	party.Contents	1	|	Introduction	47	Replication	Explained	47	Attunity	Replicate	48	Limitations	and
Considerations	49	System	Architecture	51	Replication	Tasks	52	Using	Multiple	Tasks	52	Full	Load	and	CDC	Processes	53	Replication	Topologies	53	One	to	One	54	Logical	Independence	54	Hub	and	Spoke	54	2	|	Installing	Attunity	Replicate	55	Installation	Prerequisites	55	Software	Requirements	55	Windows	Software	Requirements	56	Linux	Software
Requirements	56	Windows	Permissions	56	Recommended	Hardware	Configuration	57	Supported	Endpoints	59	Installing	or	Upgrading	Attunity	Replicate	on	Windows	59	Installation	Instructions	60	Upgrade	Instructions	60	Starting	and	Stopping	the	Attunity	Replicate	Server	on	Windows	62	Silently	Installing	Attunity	Replicate	62	Creating	a	Response
File	62	Running	the	Silent	Install	63	Silently	Upgrading	Attunity	Replicate	63	Creating	a	Response	File	63	Attunity	Replicate	Setup	and	User	Guide	|	Page	3Qlik	Analytics	(ISR)	Ltd.Running	a	Silent	Upgrade	63	Silently	Uninstalling	Attunity	Replicate	64	Creating	a	Response	File	64	Running	a	Silent	Uninstall	65	Changing	the	Data	Directory	Location
on	Windows	65	Installing	Attunity	Replicate	on	Linux	67	Replicate	Instances	and	Services	on	Linux	68	Installation	Prerequisites	and	Procedures	69	Prerequisites	69	Installing	Attunity	Replicate	on	Linux	69	Attunity	Replicate	Server	Procedures	72	Verifying	that	an	Attunity	Replicate	Instance	is	Running	72	Starting	and	Stopping	an	Attunity	Replicate
Instance	72	Upgrading	Attunity	Replicate	73	Resolving	Configuration	File	Conflicts	74	Uninstalling	Attunity	Replicate	75	Working	with	Additional	Replicate	Instances	76	Installing	an	Instance	of	Replicate	as	a	Service	77	Uninstalling	an	Instance	of	a	Replicate	Service	77	Changing	the	Data	Directory	Location	on	Linux	78	3	|	Security	Considerations	79
Securing	Access	to	the	Attunity	Replicate	Web	UI	79	Setting	Up	Replicate	Console	HTTPS	Support	80	Checking	if	an	SSL	Certificate	is	Installed	80	Using	the	Self-Signed	Certificate	80	Setting	Up	Attunity	Replicate	Server	HTTPS	Support	81	Replacing	the	Self-Signed	SSL	Certificates	on	Linux	81	Examples	of	the	Scrambled	Private	Key	Password	82
Replacing	the	Self-Signed	Certificate	on	Windows	83	Changing	the	Server	Password	84	Protecting	Replicate	Passwords	86	Attunity	Replicate	Setup	and	User	Guide	|	Page	4Qlik	Analytics	(ISR)	Ltd.The	Master	Key	File	87	Changing	and	Protecting	the	Master	Key	87	Changing	the	Master	Key	Replacement	88	Protecting	the	Master	Key	File	from	Misuse
89	Master	Key	Considerations	when	Exporting	and	Importing	Tasks	89	Encrypting	the	User	Permissions	File	90	Securing	Connections	to	Endpoints	91	Application	Security	92	Using	External	Credentials	92	Limitations	and	Considerations	92	Changing	the	Default	Addon	Name	93	Step	1:	Edit	the	MyPasswordProvider.c	File	93	Step	2:	Compile	the
Code	93	Step	3:	Edit	the	addons_def.json.sample	File	93	Step	4:	Configure	the	Endpoints	94	4	|	Overview	of	Attunity	Replicate	Endpoints	95	Supported	Replicate	Endpoints	95	Using	ARC	CDC	Agents	as	Endpoints	95	Replicate	Data	Types	96	Supported	DDL	Statements	98	How	Replicate	Handles	DDL	Changes	98	Limitations	when	Capturing	DDL
Changes	98	Configuring	Replicate	to	Automatically	Replace	the	User-Entered	Pass-	word	99	Defining	Multiple	Endpoints	to	use	the	same	Automatically	Changed	Password	101	5	|	Using	the	Attunity	Replicate	Console	102	Accessing	the	Attunity	Replicate	Console	102	Accessing	Attunity	Replicate	from	a	Remote	Computer	103	Attunity	Replicate	UI
Server	Configurations	104	Configuration	1:	Replicate	Server	Running	on	Windows	104	Attunity	Replicate	Setup	and	User	Guide	|	Page	5Qlik	Analytics	(ISR)	Ltd.Configuration	2:	Replicate	Server	Running	on	Linux	104	Configuration	3:	Replicate	UI	Console	and	Replicate	Server	Running	on	Linux	105	Multiple	Users	Connecting	to	a	Single	Console	106
Tasks	View	106	Viewing	Specific	Tasks	109	Designer	Mode	109	Monitor	Mode	111	Server	View	112	List	Actions	112	6	|	Getting	Started:	An	Attunity	Replicate	Tutorial	114	What	You	Need	114	Open	the	Attunity	Replicate	Console	115	Add	an	Oracle	Endpoint	as	a	Source	115	Add	a	Microsoft	SQL	Server	database	as	a	Target	117	Add	a	Replication
Task	119	Add	a	Replication	Task	to	the	Attunity	Replicate	Console	119	Add	the	Source	and	Target	Endpoints	to	the	Task	121	Select	Tables	for	the	Replication	Task	123	Run	and	Monitor	the	Replication	Task	124	View	the	Replicated	Tables	in	Microsoft	SQL	Server	125	7	|	Defining	Tasks	127	Adding	Tasks	128	Bidirectional	Replication	132	Limitations
132	Supported	Endpoints	133	Setting	up	Bidirectional	Replication	133	Using	Bidirectional	Replication	with	the	File	Channel	Endpoint	134	Editing	and	Viewing	a	Task	Description	135	Working	with	Endpoints	135	Adding	an	Endpoint	136	Attunity	Replicate	Setup	and	User	Guide	|	Page	6Qlik	Analytics	(ISR)	Ltd.Editing	Endpoint	Configuration
Information	136	Viewing	Endpoint	Configuration	Information	137	Testing	an	Endpoint	Connection	137	Duplicating	Endpoints	138	Searching	for	Endpoints	138	Deleting	Endpoints	138	Adding	a	Source	and	Target	Endpoint	to	a	Task	138	Adding	Tables	and/or	Views	to	a	Task	140	Searching	for	Tables/Views	to	use	in	a	Replication	Task	142	Selecting
Specific	Tables/Views	for	Replication	143	Removing	Specific	Tables/Views	from	a	Replication	Task	144	Creating	Table/View	Selection	Patterns	144	Setting	Load	Order	145	Editing	a	Replication	Task	146	Searching	for	Tasks	147	Del
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